Highcliffe

What will we be
learning?

Why this? Why now?

An initial introduction to this basic understanding of
the parts of the computer system, along with the
introduction to Binary (Section 02) provides a core
understanding that the remainder of the course will
be built upon. This also allows students to really get
to grips with the step up into KS4 computing, as it
demonstrates how the Computer Components unit
is core in initially developing the understanding to
be built upon later in their school education.

Section 01 — Computer
Systems

What will we learn?

This initial introduction to the components of a computer system develops
student understanding of the basic processes that are occuring inside of
acomputer system each and every second. Students will explore Systems
Architecture, through investigating the Fetch Decode and Execute cycle and Von
Neumann designs, as well as the impacts on CPU performance, definitions and
uses of embedded systems, the need for Primary Memory (RAM/ROM) and why
computers need to also include Secondary Storage (HDD / SSD).

What opportunities are there for wider study?

Building up knowledge and resources from KS3 computing in order to better
understand the computer systems surrounding us. Students will use this
knowledge when investigating further units, such as Section 04 Security and
within their programming tasks in Section 08.

How will | be assessed?

End of Unit Forms MCQ

Key Words:
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Highcliffe

What will we be
learning?

Why this? Why now?

Along with Section 01, this unit is the building block
for the students going forwards, the remaining
principles being used in the understanding of how
data is sent around the world (Section 03 -
Networks), kept secure (Section 04 - Security) and
used to create programs (Section 05 - Software).
Without understanding the core elements of this
unit the further items are limited.

Section 02 — Data
Representation

What will we learn?

This is literally the core principle that the whole of computing is based upon, not
just in the academic subject but within the development of the digital age.
Students build on their KS3 knowledge from both Computing and Maths, with
the number systems, in order to discover how computers store numbers,
characters, images and sound. Students will go beyond the elements introduced
in KS3, investigating compression methods as well as hexadecimal conversions.

What opportunities are there for wider study?

Key Stage 3 develops the basic understanding and this course builds on this,
with the inclusion of binary addition, hexadcimal and compression. In further
study students also explore binary subtraction, how decimal numbers are
stored, binary multiplication and how significantly large (millions or higher) and
small numbers are stored in a more efficient manner.

How will | be assessed?

End of Unit Forms MCQ

Key Words:
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Highcliffe

What will we be
learning?

Why this? Why now?

Students have recently visited the Section 03 -
Networks content within the Year 9 unit 'how the
internet works' therefore have knowledge related to
many of the elements in this section. We made the
decision to leave the development of the Key Stage
3 understanding (from Section 03) until later in the
year, but this does not impact the understanding
needed for this unit.

Section 04 — Security

What will we learn?

Students discover more about the threats to computer systems in the wider
world, as well as the methods and means that copmanies have in order to
protect these core services.

What opportunities are there for wider study?

Advancing the knowledge developed through the esafety and cyber security
lessons in Key Stage 3. The students are given more information about the
reasons behind why people might choose to engage with the illegal activity of
'hacking’, including from a finacial, espionage and activist points of view.
Students also have more opportunity to discuss at this level, as there is more
disucssion around how these work, within the context of protecting the systems
and computers. It is made very clear how this unit links to the ethics and
legislation unit, with a focus on the Computer Misuse Act.

How will | be assessed?

MCQ

Mini EOU (due to the size of the unit, also features in the Section 05 - Software
formal end of unit).

Key Words:
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What will we be

learning?

Section 05 — Software

Why this? Why now?

Students learn about System Software at this point
in their journey because it gives them the knowledge
to keep organised and the importance to keep
drivers updated this can also link well into previous
sections like Section 4 - Network Threats which
includes encryption which is also a type of utility
software. With knowledge from section 2 — Data
Representation students can understand how
components of a computer represent data in binary.
So, students could explore with some programming
in this unit and how the processor works in
storing/retrieving this data.

What will we learn?

Operating Systems Utility Software

What opportunities are there for wider study?

System Software gives the opportunities for students to learn how to keep their
files and users managed and the way this can help the processor and memory.
This also gives students base knowledge of how components work together in
the background, linking well with section 10 — Logic and Languages where the
students will look at arithmetic logic that works in the ALU part of a Central
Processing Unit, as well as exploring some low-level language. This will all then
be explored further in A-Level Computing.

How will | be assessed?

MCQ

Mini EOU

Key Words:
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What will we be Why this? Why now?
learning?
Section 07~ Students learn how to go about solving problems
Algorithms and the processes that are taken to drawing up
algorithms these are required to be learnt as a
- design process towards programming as it makes

the next stages of solving problems more efficient.
I_¢_I This section is great to learn at this point as it links
well into section 8 where the students will explore

o o ©o programming in python so with the design process

towards this learnt allows them to easily follow an
algorithm when programming.

What will we learn?

Computational thinking Pseudocode Flowcharts
Searching Algorithms

Sorting Algorithms

What opportunities are there for wider study?

Students will be able to look at problems in the future and understand
approaches to take to solve the problems. These may not be computing specific,
so it opens up many different opportunities in the future. Students are then also
able to apply algorithms in section 8 which is all about programming and it
shows they can follow an algorithm when creating a program. A lot of
algorithms can come up in final exams so it gives students many opportunities
to see exam style questions that they can answer. Many lessons of this section
can be taught unplugged and with group work which gives good teamwork
opportunities which they can find themselves working in teams in the future.

How will | be assessed?

Algorithm Challenges Exam Questions

Key Words:




Highcliffe School

What will we be Why this? Why now?
learning?

Students begin to look at programming as further
Section 08 — down the line they start looking at more complex
languages. So to dive in early with python which is a
simpler language eases them nicely into looking at
other languages later in their education. With

Programming

coo section 7 learnt many algorithms can be used for
students to program making this process easier and
< / > more efficient for them meaning these sections can

blend into one so they have a lot of time to learn
these concepts, but it does come as a sizeable
portion of their final exam. So, a lot of exploration
for these concepts will be extremely useful for the
students.

What will we learn?

Selection Sequence lteration
String Manipulation Data types

1/2D Arrays / Records SQL and File Handling Subroutines

What opportunities are there for wider study?

Programming opens many opportunities for large tech companies in the future.
Also programming environments can be accessed anywhere at any time so
students can look at creating programs early which can be an incredibly good
opportunity if they are able to create something ground-breaking. Students will
be asked to create programs in final exams based on algorithms so with both
section 7 and 8 knowledge they will be able to answer these questions.

How will | be assessed?

Programming Challenges Chat Bot

Exam Questions End of Unit (including Section 07 content)

Key Words:
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What will we be
learning?

Why this? Why now?

Students have recently visited the Section 03 -
Networks content within the Year 9 unit 'how the
internet works' therefore have knowledge related to
many of the elements in this section. We made the
decision to leave the development of the Key Stage
3 understanding until closer to their mock, in order
to support the spaced practise as well as developing
a deeper understanding of the content.

Section 03 — Networks

!
Yy &
Elbe

What will we learn?

Students will investigate how computers transmit data to each other, through
the use of differnet types of networks and how these are constructed too. The
information highways around the world will be addressed, linking back to some
key information from the previous units. Students also have the opportunity to
understand how the networking at the school works, investigating different
parts of the school and how these interconnect.

What opportunities are there for wider study?

Students have previously investigated this content directly, in Key Stage 3, but
also have a knowledge of how data is stored (Section 02) and how computers
need to process this data (Section 01).

How will | be assessed?

Portfolio improvement (form Y9)

Key Words:
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What will we be Why this? Why now?

learning?
Students have more time to develop their
Section 06 — understanding of computing in the wider world. This
Ethics means that, when discussing elements within this
i

unit, there are more opportunities for students to
see links themselves.

This is the final part of the ‘paper 1’ curriculum,
which covers all of section 1 to section 6.

What will we learn?

Students will investigate some core elements surrounding the ethics of
computing, including: social/moral, environmental, legal and cultural.

These four elements combine to allow students to give a develop answer when
asked a complex question, as this unit is normally assessed in the longer form.
Time will be spent in lesson developing the student responses to these kinds of
questions, as well as sharing the marking process to help fully understand the
requirements.

What opportunities are there for wider study?

Further research, formally and informally, with different computer related news
articles. Students can make use of YouTube as an educational resource here, as
these often have information in a more creative form.

For example: The Age of Al (YouTube Original) presented by Robert Downey jr

Students can really extend their knowledge, well beyond the scope of the GCSE
curriculum, in anticipation of the A Level specification. This is addressed as an
area of focus, but does not have it’s own unit as it does here, as this builds the
foundation for future understanding.

How will | be assessed?

End of unit assessment including multiple choice options, medium (2-3 mark)
guestions and longer style questions, as covered throughout teaching this unit.

Key Words:
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Digital technology
Ethics
Principles
Professional
bodies
Character sets
Cultural

Digital Divide
Environmental
Computer Misuse
Act 1990
Copyright Designs
and Patents Act
1988

Legal Issues
Privacy

The Data
Protection Act
1998

Accurate
Adequate

Data Protection
Act 2018

Fair

Hacking

Lawful
Modification
Personal details
Relevant
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Unauthorised
access
Copyright Designs
and Patents Act
Creator
Distribute
Licence

Bugs

Compiled code
Open source
Proprietary
Source code



https://www.youtube.com/watch?v=UwsrzCVZAb8&list=PLjq6DwYksrzz_fsWIpPcf6V7p2RNAneKc

Highcliffe School

What will we be
learning?

Section 09 —

Defensive Design

Why this? Why now?

This unit makes more sense to implement after
more time has been spent developing experience
with programming. Students need to be able to
apply their experience to this new knowledge, in
order to label these properties.

What will we learn?

Students investigate why programs may be susceptible for misuse, which links
to the earlier unit of Threats. Students also investigate how the computer
programs need to anticipate that the end users are not very good at following
instructions and that this needs to be accounted for in their program design. It’s
also a good opportunity to revisit the programming constructs around the
subroutines/programs and the procedures around this.

What opportunities are there for wider study?

Investigating how the different forms of attack (from section 4 and their
previous cyber security units) may be combatted in their code. Further
investigating and use of maintainability procedures for future (and past)
elements of code.

How will | be assessed?

Multiple Choice Quiz

End of Unit Formal Assessment

Key Words:
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Authentication
Defensive design
Misuse
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Input
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Procedure
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Comment
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What will we be Why this? Why now?

learning?
-earning: Students have experance with using the logic gates
Section 10 — (AND, OR and NOT) within programming so the

formal wording that this section introduces is going
to clarify their use. Students have also had
experience writing and running programs using a
high level language and been given an
understanding in the process behind the CPU, the
level of language investigation links these two
elements together.

Logic and Languages

What will we learn?

Students will investigate the core gate functions (AND, OR and NOT) and how
these can be notated through Boolean Notation, Diagrams and Truth Tables.
These are then combined to make logic circuits, using 2 or more of these
individual elements. This can also be shown using the above notation types.

After this the students investigate the development of programming, through
initially discovering how CPUs need to have their instructions held, using only 1s
and Os. Students can then see the steps that early computer scientists took in
the development of the different programming languages, from Assembly to
high level declarative...

What opportunities are there for wider study?

Investigating how these elements work in a wider setting and whilst
programming different elements. Students could also link these ideas with the
declarative language SQL which is briefly covered in Section 08 — Programming,
which uses the core logic function to make vastly complex data models. The
website sqglbolt.com is a very good resource to help with this.

How will | be assessed?

End of Unit Assessment

Key Words:
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Interpreter
Assembler
Machine Code
Assembly
Language
High Level
Language
Low Level
Language
Declarative
Imperative




